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(5 7) Abstract: 

PURPOSE: To restrict the copying of digital signals transmitted in a packet mode. 
CONSTITUTION: In the recording and reproducing part 13 of a first digital VTR 1, a 
video tape is set, in which information for protection against copying indicating kinds of 
protection against copying such as the limitation of the number of times for copying and 
parameters such as the availability of the number of times for copying is recorded, in a 
predetermined position. By the first digital VTR 1, reproduced digital video signals and 
digital audio signals are converted into the packet mode, added with a protection bit 
group, and transmitted to a second digital VTR 2. By the second digital VTR 2, the 
protection bit group is detected, and if the availability for copying is indicated, the 
copying of digital video signals, etc., is performed. 
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CLAIMS 



[Claim(s)] 

[Claim 1] In the equipment which inputs and reproduces [ record and ] the digital 



signal sent out with the gestalt of a packet (a) The protection bit group which consists 
of the class and parameter of the copy protection given to said packet is detected. A 
means to control record of said digital signal over a record medium, playback, and the 
class of copy protection and record of a parameter, (b) Record regenerative apparatus 
of the digital signal characterized by having the class of record of said digital signal 
over said record medium, playback, and copy protection, and a means to perform 
record of a parameter, based on the output of this means. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to the copy protection technique at the 
time of sending out digital signals, such as a digital video signal and a digital audio 
signal, with the gestalt of a packet. 
[0002] 

[Description of the Prior Art] Conventionally, as a copy protection technique of 
restricting dubbing of a digital signal, SCMS (serial copy management system) of DAT 
is known, for example. Even if the copy prohibition flag was attached to CD, the music 
tape of DAT, the digital voice of satellite broadcasting service, etc. in this system, one 
generation of copies of a digital audio signal was possible. 
[0003] 



[Problem(s) to be Solved by the Invention] However, in said conventional SCMS, since 
the copy of a digital audio signal was permitted without any restriction, without 
attaching a copy prohibition flag, permitting the copy of a digital audio signal one 
generation, or attaching a copy prohibition flag or only one of selections were 
performed, the degree of freedom of a class setup of a copy protection was low. 
[0004] Moreover, in communication system (multimedia communication system), such 
as a digital video signal using a digital video tape recorder (henceforth DVTR), or a 
digital communication network, a digital audio signal, and a character code signal, 
although a copy protection technique is required, it does not realize. This invention 
solves said trouble, and its degree of freedom of a class setup of a copy protection is 
high, and it aims at offering a copy protection technique applicable to the general 
record regenerative apparatus of digital signals, such as a digital video signal and a 
digital audio signal. 
[0005] 

[Means for Solving the Problem] In the equipment which this invention inputs the 
digital signal sent out with the gestalt of a packet, and is recorded and reproduced in 
order to solve said trouble A means to detect the protection bit group which consists 
of the class and parameter of the copy protection given to the packet, and to control 
record of the digital signal over a record medium, playback, and the class of copy 
protection and record of a parameter, Based on the output of the means, the class of 
record of the digital signal over a record medium, playback, and copy protection and a 
means to perform record of a parameter are established. 
[0006] 

[Function] If the protection bit group which becomes a packet from the class and 
parameter of a copy protection is given in case the digital signal which reproduced 
video software etc. is sent out with the gestalt of a packet according to this invention, 
since the record regenerative apparatus of a digital signal was constituted as 
mentioned above, a record regenerative apparatus will incorporate the class and 
parameter of a copy protection, and will control record of a digital signal, playback 
actuation, and record actuation of a copy protection class and a parameter based on 
the contents. Therefore, by setup of the class of copy protection, and a parameter, 
since various copy protections, such as a count limit of a copy, a ban on a time limit 
copy, and a copy image quality limit, can be performed, unrestricted digital dubbing can 
be prevented. 
[0007] 

[Example] Hereafter, it explains to a detail, referring to a drawing about the example of 



this invention. 

(The 1st example) This example changes into the data of the packet mode the digital 
video signal and audio signal which the 1st DVTR reproduced, supplies them to the 
2nd DVTR through AV bus, and is dubbed there. 

[0008] In order to make an understanding of this example easy, AV bus in this example 
and the data of the packet mode are explained first. Drawing 4 is the explanatory view 
of AV bus in the 1st example of this invention, and VTR32, a tuner 33, LDP34, and a 
camcorder 35 are connected with a monitoring device 31 by the AV buses 36a, 36b, 
37a, 37b, 38a, 38b t 39a, and 39b, and it constitutes the ring-like network. That is, for 
example, the data outputted from the monitoring device 31 result in VTR32 through 
AV bus 36a, result in a tuner 33 through AV bus 37a, result in LDP34 through AV bus 
38a, and result in a camcorder 35 through AV bus 39a. And it results in LDP34 through 
AV bus 39b, results in a tuner 33 through AV bus 38b, results in VTR32 through AV 
bus 37b, and returns to a monitoring device 31 through AV bus 36b. 
[0009] The AV buses 36a and 36b are buses which have the rate of 100M bit / sec 
which is held in one cable, for example, was constituted with the optical fiber. The 
same is said of the AV buses 37a, 37b, 38a, 38b, 39a, and 39b. Drawing 5 is the format 
Fig. showing the important section configuration of the data of the packet mode in the 
1st example of this invention. 

[0010] The packet in this example has a control bit group and data (an audio, video, 
command, etc.). A control bit group has the protection bit group which shows the copy 
protection information on digital AV equipments, such as a destination address which 
shows the AV equipment of the destination of the sending agency address and data in 
which the AV equipment which sent out data is shown etc., DVTR, and DAT. 
[0011] Information one sets or more which made the class and parameter of 
protection one set is consisted of by the protection bit group. As a class of protection, 
they are the count limit of a copy (07 of drawing and a 01= 1 parameter copy are 
possible), the count limit of a playback (refreshable 08 of drawing, and 05= 5 
parameters), and the ban (a copy becomes impossible from the 0 month x day, or a 
copy comes be made from the 0 month x day.) on a time limit copy. It does not 
illustrate but is time limit program elimination (a program disappears on the 0 month x 
day.). It does not illustrate but there is a copy image quality limit etc. In more than, the 
count limit of a playback and time limit program elimination are suitable for mass not 
but hard disk drive units, such as DVTR and DAT. 

[0012] Data consist of audio signals, video signals, etc. which are sent out to a 
monitoring device 31 from a command for a monitoring device 31 to order VTR32 



s 



sending out of a playback program, the command which orders a tuner 33 sending out 
of the receiving agent of a predetermined channel, VTR32, or tuner 33 grade, and have 
the die length according to the contents of data from it. 

[0013] Drawing 1 is the block diagram showing the dubbing structure of a system 
using the digital signal record regenerative apparatus concerning the 1st example of 
this invention. Here, the thick wire showed the transmission line of only a digital video 
signal and a digital audio signal. The control unit 1 1 for 1st DVTR1 to perform a setup 
of a mode of operation etc., The control section 12 which consisted of 
microcomputers etc., and the record playback section 13 which records a digital video 
signal, a digital audio signal, etc., and is reproduced, The interface 14 of a control 
section 12 and the record playback section 13, and AV bus, It has the electrical and 
electric equipment / phototransducer 15 which changes into a lightwave signal the 
packet which the interface 14 outputted, and is sent out to AV bus 27a, and the 
light/electric transducer 16 which changes into an electrical signal the lightwave 
signal inputted from AV bus 27b. The remote control unit constituted apart from the 
body of DVTR1 is sufficient as a control unit 11. In addition, since a tuner, servo 
system, etc. did not have the need in explanation of this example, it omitted. ' 
[0014] 2nd DVTR2 is similarly equipped with a control unit 21, a control section 22, 
the record playback section 23, the interface 24, the light/electric transducer 25, and 
the electrical and electric equipment/phototransducer 26. Drawing 2 and drawing 3 
are the flow Figs, showing copy protection actuation of the 2nd DVTR in the 1 st 
example of this invention. Hereafter, copy protection actuation of this example is 
explained, referring to drawing 1 - drawing 3 , and drawing 5 . In addition, the video 
tape on which the copy protection information which shows the class and parameter 
of a copy protection was recorded on the location defined beforehand shall be set to 
the record playback section 13 of 1st DVTR1, and the video tape for record shall be 
set to the record playback section 23 of 2nd DVTR2. 

[0015] A user operates the control unit 11 of 1st DVTR1, and sets it as a playback 
mode while he operates the control unit 21 of 2nd DVTR2 and sets it as a recording 
mode. The exchange of a command and a response can be performed between 1st 
DVTR1 and 2nd DVTR2, the playback mode setting of 1st DVTR1 can be interlocked 
with, and 2nd DVTR2 can also be automatically set as a recording mode. 
[0016] The 1st control section 12 and interface 14 of DVTR1 are changed into the 
packet which added the control bit group which becomes data for every 
predetermined die length as shown in drawing 5 from a protection bit group, the 
sending agency address, a destination address, etc. about the digital video signal, the 



digital audio signal, and copy protection information which the record playback section 
13 reproduced, and are sent out to AV bus 27a from the electrical and electric 
equipment / phototransducer 15. Here, although the sending agency address is 1st 
DVTR1 and a destination address is 2nd DVTR2, in the communication link of 1 to 1 , 
the address may be omitted like this example. 

[0017] The control section 22 of 2nd DVTR2 checks the destination address of a 
packet inputted from AV bus 27a, and incorporates a protection bit group (step S1 of 
drawing 2 ). And the class of protection judges whether it is the count limit of a copy 
(step S2), and if it is YES, the count n of the copy limit which a parameter shows will 
judge whether it is 0 (step S3). 

[0018] And since it is the ban on a copy if Parameter n is 0, the record actuation by 
the record playback section 23 is suspended, and that is displayed on a control unit 21. 
Moreover, the data in which it is shown that video software is the ban on a copy are 
sent out to 1st DVTR1 (step S4). If the data in which it is shown that it is the ban on 
a copy are received, 1 st DVTR1 will suspend the playback actuation by the record 
playback section 13, and will display that on a control unit 11. 

[0019] On the other hand, since n copies are permitted if n is not 0, it records in the 
record playback section 23 (step S5). At this time, the information which shows the 
count limit of a copy, and its parameter are updated and recorded on the location 
where the copied video tape was defined beforehand n-1 (step S6). If the parameter n 
currently recorded on the video tape set to 1st DVTR1 is 1, since a parameter n= 0 
will be recorded on the copied video tape, it becomes impossible therefore, to copy 
the copied video tape again. 

[0020] At step S2, image quality limit processing of the class of protection judging 
whether it is a copy image quality limit in NO (step S7), and decreasing the number of 
bits of a digital signal in the record playback section 23, if it is YES is performed, and 
that is displayed on a control unit 21 (step S8). In NO, it will judge whether it is the ban 
on a time limit copy at step S7 (step S9 of drawing 3 ), it judges whether it is the time 
which looks at the clock in DVTR2 (not shown), and is specified as the parameter if it 
is YES (step S10), and if it is YES, the record actuation by the record playback section 
23 will be suspended like step S4, and that will be displayed on a control unit 21. 
Moreover, the data in which it is shown that video software is the ban on a time limit 
copy are sent out to 1 st DVTR1 (step S1 1 ). On the other hand, in NO, it records in the 
record playback section 23 by step S10 (step S12). At this time, the information which 
shows the count limit of a time limit copy, and its parameter (time) are copied to the 
location which the copied video tape defined beforehand as it is. 



[0021] In addition, when the control section 12 of 1st DVTR1 looks at the copy 
protection information currently recorded on the video tape and detects the ban on a 
copy, it can also constitute so that playback actuation of the record playback section 
13 may be suspended. Since the same is said of the actuation at the time of making 
the class of protection the count limit of a playback, time limit program elimination, 
etc., explanation is omitted. However, the actuation in this case turns into actuation at 
the time of playback instead of the actuation at the time of record like the 
above-mentioned example. Moreover, as described above, it is suitable for a mass 
hard disk drive unit etc. 

[0022] (The 2nd example) Drawing 6 is the explanatory view of the record 
regenerative apparatus of the digital signal concerning the 2nd example of this 
invention. In this example, the home storage 43 is formed in the ordinary homes 41 as 
the high definition monitoring device (henceforth HD monitoring device) 42, and a 
record regenerative apparatus of a digital signal, and it connects with the high-speed 
mass digital communication networks 45, such as B-ISDN, through the home AV bus 
44. 

[0023] The home storage 43 is the record regenerative apparatus of the digital signal 
which has severalG a bit of memory capacity which consisted of a hard disk drive unit, 
optical-magnetic disc equipment, etc., records the newspaper article inputted from 
the movie software and the newspaper article database of a newspaper publishing 
company (not shown) which were outputted from the movie software distributor's 46 
movie software storage 47 through the high-speed mass digital communication 
network 45, and is reproduced. 

[0024] Also in this example, like the 1st example, the movie software storage 47 plays 
a hard disk, a magneto-optic disk, a video tape, etc., and sends out the packet which 
added the control bit group which consists of a protection bit group, the sending 
agency address, a destination address, etc. for every predetermined length, such as a 
video signal and an audio signal, to the home storage 43 in the ordinary homes 41 
through the high-speed mass digital communication network 45. The home storage 43 
is constituted like DVTR of the 1st example, and a control section (not shown) 
incorporates the protection bit group added to the packet, and it performs copy 
protection processing based on it. Therefore, loss of the movie software distributor 46 
by unrestricted dubbing can be prevented. 

[0025] In addition, this invention is not limited to the above-mentioned example, and 
based on the meaning of this invention, various modification is possible for it and it 
does not eliminate them from the range of this invention. For example, this invention is 



applicable to multimedia applications, such as audio software, such as not only the 
video software in the above-mentioned example but DAT, CD, etc., CD-I, and DVI, 
computer software, etc. Moreover, it is also applicable to record media, such as not 
only record media, such as a magnetic tape and a magnetic disk, but EEPROM. 
[0026] 

[Effect of the Invention] As mentioned above, as explained to the detail, according to 
this invention, the digital signal sent out with the gestalt of a packet is set to the 
equipment inputted and reproduced [ record and ]. Since the protection bit group 
which consists of the class and parameter of the copy protection given to the packet 
is detected and record of the digital signal over a record medium, playback, and the 
class of copy protection and record of a parameter are controlled Various copy 
protections, such as a count limit of a copy, a ban on a time limit copy, a copy image 
quality limit, time limit program elimination, and a count limit of a playback, can be 
performed. 

[0027] Moreover, since this invention is applicable also to the receiving recording 
apparatus of a multimedia communication system, smooth installation of a multimedia 
communication system is attained. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the dubbing structure of a system using 
the digital signal record regenerative apparatus concerning the 1st example of this 



invention. 

[Drawing 2] They are some flow Figs, which show copy protection actuation of the 2nd 
DVTR in the 1st example of this invention. 

[Drawing 3] They are some flow Figs, which show copy protection actuation of the 2nd 
DVTR in the 1st example of this invention. 

[Drawing 4] It is the explanatory view of AV bus in the 1st example of this invention. 
[Drawing 5] It is the format Fig. showing the important section configuration of the 
data of the packet mode in the 1 st example of this invention. 

[Drawing 6] It is the explanatory view of the record regenerative apparatus of the 
digital signal concerning the 2nd example of this invention. 
[Description of Notations] 

1 1st DVTR 

2 2nd DVTR 

43 Home Storage 

47 Movie Software Storage 
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